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Purpose

The purpose of the Online Voting software systepriarily to provide a secure,
efficient, and accessible means of voting to thalipwith a system that is easily
updatable and financially sound. Current votingesys using custom-built hardware are
expensive, difficult to maintain, and foreign inp@arance to the average voter. We
propose to offer a system that uses web-baseda@ftiesigned for a thin-client PC.
This system would offer the following benefits:

Software-based updates

Current electronic voting boxes are very expensiiey also need to be replaced every
few years as voting legislation changes. They amepietely hardware based, and there is
little adaptability in their design. Our systemalsnost completely software-oriented, so
that as the times change, the system can adaptittétcost and fewer staff hours.

Few moving parts for easy maintenance

Hardware systems are difficult to maintain and tiexgfly break down when they are
most needed: Election Day. Because our Online gatystem contains almost no
moving parts, the productivity is drastically inased, allowing you and your employees
to focus on other tasks on your busiest days.

Familiarity of Web Brower

Times have changed, and one can find a computefarge percentage of homes all
across the nation. That means that many votergaang to be instantly familiar with a
system that uses a web browser. This translatessdime spent trying to explain the
often confusing hardware systems currently in-pldceaddition, the system is easily

portable between voting districts. By using “stgteeets” that individually represent each



district, one station can quickly and easily handigers from any supported area.
Design Objectives

In order for the design of the online voting systensatisfy the expectations of the
customer, the system design will need to be bralem into categories. These
categories will be the design objectives and thi#lydescribe the various areas the
design will cover.

Accessibility

According to HAVA (The Help America Vote Act), déatures and protection of
privacies given to non-handicapped voters will bevigled for handicapped persons.
The system will support multiple languages inclgdiinglish and Spanish. For those
voters who cannot, under their own power, placeta physically, they will be provided
a blow/puff mechanism to place their vote. Foronsmpaired voters, the ballot will be
read aloud.

Cost-Effective

Throughout the design process, cost managemenbevkept in the forefront. Cost
management consists of balancing the quality objts¢em and the customer’s
expectations. Our system will take into accouetdlierhead involved in upgrading a
voting system in a county. The system will be apigable through software and
whenever upgrades are needed, the new softwarbevMiladed onto machines via the
server. In addition, we are building all of oufta@re for the servers, the databases, and
the web servers on open sourced platforms, whith grieatly in keeping our overhead

down.



Functional/Operational

The online voting system will let users use comgte place their votes as opposed to
paper ballots or voting machines. Computers valptaced at designated voting
locations. The system will be able to sort thedidates according to the local
government’s guidelines. Straight party voting ba implemented and it will be
designed to follow the local government’s guidedied laws. The system will integrate
the individual schemes for voting by mail, earlyting, and Election Day voting. The
system will store authorized votes and functiogalitll be added to handle provisional
ballots. As per current law, the voting system wit keep tallies but will tabulate votes
at a specified time. The system will be desigreedudit “fall-off” votes. The ballots

will be sorted using the appropriate layouts. Bhlagouts will include party order and
the sorting of last names within a party ballots laid out by HAVA, the system will let
the voter verify his/her vote before submissiorgrade his/her vote before submission,
and give a warning when more than one candidatelécted in a section. The voter will
have a chance for a vote audit before the permaregrdr record is produced.

Security

In order for the voting system to be accepted leypthblic, security will be our focal
point and our design will incorporate the most set¢achnologies available. Our design
will protect the voting data from hackers becausihe security designs and the
platforms we are using. We will incorporate highél security protocols such as RSA
and SSL. Voters will login to the system using 8r@ard technology, which they will
receive when they check in, removing the possybdittampering with the Cards. A

paper trail will be kept for recounts and security.



Public Support

In order for this system to be successful, it ngedgublic’s support. The public will

need to be convinced of the reliability and seguritthe system. We believe that our

system will meet the public’s expectations andtpuest the public’s concerns about

security. The system will be designed to makasydfor those voters who are not

computer savvy to be able to vote with ease. Twgiwill be provided for those that are

new to the system.

System Boundaries

Machine malfunctions

In recent elections, electronic voting machine#fumations include:

1

2

8

9

Giving voters ballot for the wrong district

Problems with the Smart Card reader delaying opgetines

Recording votes incorrectly or breaking down, cag$ong lines during elections
Reversing election outcomes

Handing votes to the wrong candidate

Passing pre-election testing and failing on electiay

Changing voters’ choices on the screen

Subtracting votes cast by voters

Adding votes not cast by voters

10 Forcing states to hold new elections

As with any electronic system, unfamiliarity withet equipments, machine failures,

printers jammed are normal problems; simple tolcatd fix, provided the systems

notify the users beforehand as to the possibifitg malfunction.



Public Opinion - The inherent distrust

One of the main problems with an electronic vosygtem is assure the public that it
works, free of the dramatic software and hardwaoblpms of the past. Those problems
have cast increasing doubts about the accuracinggtity of voting equipment,
especially in a Presidential Election year. Issiesh as “Phantom” votes (votes added
by electronic voting machines, where some candiciatelidates gained votes in the
manual recount of the paper tapes printed by thehima or the accumulation software
simply tallied wrong) proves that there are alwglytehes. These glitches can be caught
because of extensive testing and close monitoriiigeoElection process however, we
still have to prove that to the public.

Current Security

The booth machines operate independently, or coromd¢ to a local election judge's
workstation. They lack the hardware to conneche&lfhternet. To report results, most
systems collect votes onto one voting machine oafPt@e polling place. That machine
then dials in to a PC at election headquartersramdfers that precinct's tallies over an
encrypted modem-to-modem connection. Later, potkexs deliver the memory cards
along with a printout of the results. The PCs usecbllect and transmit results are not
supposed to be connected to the Internet whilgnallresults.

Any programmer can write code that displays oneglon a screen, records something
else, and prints yet another result. There ismawk way to ensure that this is not
happening inside of the current voting system. Mwment electronic voting system has
been verified as secure even at the lowest leviileot).S. government or international

computer security standards.



Machine Vulnerabilities
The machines' biggest vulnerability is that theraa way for a voter to know what the
machine records when they cast their vote. Cusrethiere is no voter-verified physical
record available for recounts. If the software gawsy or is tricked into flipping votes,
no one will be able to tell as long as the totdldb@ount matches that of the number of
voters while allowing for fall-off.
Voting Laws
There are now at least three bills in the SenatlO@, S.1986, and S.2045) and another
in the House of Representatives (H.R.2239) thatesmdcthe problems with e-voting by
advocating voter-verified paper trail. That willtrget rid of the problems per se, but it
will help voters spot a miscount of their votestasy are cast, and will raise confidence
in case a recount is needed. According to thessg, lballot creators must take into
consideration (and it can vary between ballots):

Party order

Federal order, then State

Sort by last name within party (and means of sgjtin
The Cost
The federal Help America Vote Act of 2002 suppliegarly $4 billion in funding to
replace punch card and lever machines, but mandaaedtates receiving the funds must
replace those machines by this November. The coseplacing the current system
(which will be undertaken after this year’s elendiovill be approximately 7-8 million
dollars for Mecklenburg County alone. Howevewduld be beneficial if a system could

be developed, in which only software is updated, mone of the systems currently up for



government contract are based solely on softwadlateg. Optical Scan/Ballot Marking
DeviceSolution will cost $10,000 per precinct. Th&l cost for new voting equipment
that is disabled accessible and has Voter VerRfiader Ballots will cost $45 million.
Finally, Direct Record Electronic (touch screerpashbutton digital voting machines)
will cost $145 million.

Accessibility

HAVA's primary importance to voting system developes that it requires Election
Boards to provide the means for disabled votetake part in an election without
assistance. Any system implemented would needrtgpeasate for their disability (e.g.
read aloud to the blind; allow puff/blow systemsttwose without the strength to push
buttons). However, some voting systems might movide the accessibility they
promise such as asking blind voters to press awdiutton.

Environment

Our number one concern with the environment thatwlleuse on all systems is that of
security. We know that we simply cannot sell aigsoh that concerns something as
heavily regulated as the America vote with securdies that should have been
addressed before the system was released. Segdodhat is the cost effectiveness of
the systems. Like the need for security, we simpliynot be able to get political
support for our system if we cannot prove thatsystem is more cost effective than both
the current system and any other system in themgakDur third and final concern is
making sure that the voting process remains witinenbounds of the laws while making
it as easy as possible to vote for the user anthéosystems’ administrators to maintain

the system. If the solution is not one that ig @isendly for the voter, the politicians will



not want to spend the money on it and, as a priofesiscourtesy, it behooves us to make
the system as easy to maintain as possible.

Servers

The servers that store all of the data for votingnwn Linux Red Hat. The reason that
we choose Linux is that Linux, as opposed to Winslae/a more secure operating
system and is harder to hack. In addition, bygisinux, we can control what ports are
open at what time. Since we plan to shut dowofate ports other than HTTP
(hypertext transfer protocol) during Election D#sinet access, for example, will not be
accessible. That solves a lot of the security lerab right there, as people will not be
able to use a port scanner to find points of acteise server other than what we want
them to have. Red Hat also has a thin client lditito their operating system, which
we will be using in order to keep the amount obmfation the thin clients have to parse
through to a bare minimum. This will both speedhgp process for the voter as well as
insure the continuing security of the thin clietitsmselves. The next reason that we
choose Red Hat is that is a free operating syséta.will have to follow the open source
rules and the GNU general public license laws bat will not be a problem and, in fact,
may actually aid us in insuring the system is @istly controlled and secure as we can
make it. As for the final reason, ease of usel|anhis true that there is a slightly steeper
learning curve with Linux as opposed to Windows,hegeve that we can write the
documentation for both the user and the systemmiradtrators, which will be very
effective in teaching them how to use the system.

HTTP Server

The secondary reason for choosing Linux is becaugsean use the Apache web server



on the server and, in fact, we will have to. Alsaler the open source code and GNU
general public license laws, the Apache web sasvigee is the most popular web server
on the Internet. Completely configurable by thstegns’ administrators, Apache couples
easily with MySQL (my structured query language) &HP (Hypertext Preprocessor)
and allows for things such as DBMS-based authdrdgitaatabases (database
management software) and highly customized err@sages. Apache also has SSL
(secure socket layer) support built in as wellnesability to customize the log files and
filtering support. The filtering provides a handiehich will process files before they
are sent to the client. Security of the Apacheeseis easy; all we have to do is set the
root and user permissions. Since there will begue root access, they will receive full
access — read, write, and execute. All other usgirbe read only and only in the actual
web accessible folders. If we shut down the Allax@@ide function (done in the server
configuration file), the server will not allow antaccess file to work when loaded onto
the server. Therefore, even if someone does lackdrver web pages, they will not be
able to set up their own passwords and gain atodkg server. Between the
customizable configuration, the cost effectivenassl the ability to lock the server down
completely from outside hackers, we believe thatApache web server is definitely out
best option. Finally, Apache is fairly intuitivec simple to learn once it has been
implemented on the server. After compiling the webver with PHP and MySQL
support and installing it on the server, the systeadministrators set up the access
accounts and shuts down the afore mentioned aardghe system basically runs itself.
Databases

The tertiary reason for choosing Linux is thatupgorts MySQL coupled with PHP. We



choose this for several reasons; the most impobiing our familiarity with the
database as well as the scripting language it3¢le MySQL database, unlike
Microsoft's SQL, is more secure and the progranssgihed to input data into the
database work better than the Enterprise Manadechwends to be unwieldy and has
known security holes. In addition, with the mostrent release, MySQL is now more
functional than ever and the designers made sureliede all of the functions one can
use in any other ANSI (American National Standdndsitute) based scripting language.
With PHP, we can design, implement, and maintagnddtabases running holding the
ballots as well as the database holding the vagglts with a minimum amount of
human effort. We will write our own PHP databassagement program to insure that
it as easy to use as possible — removing the reeealDatabase Manager to have to set up
each individual district voting pages. The databhst holds the ballots will, more than
likely, be indexed first by state and then by distio ensure ease of use. The database
that holds the voting results will not store angthother than the candidates and their
votes. It will not even tabulate the votes, acoagdo current law, until after the poles
have been closed down for the day. Finally, bati? Rnd MySQL are free and easy to
configure on Linux Red Hat servers.

Thin Clients Browser

The thin clients that will replace the current wgtimachines will be able to run any
operating system that currently supports interneéss. Since we are loading the data
onto servers, it does not matter what operatintgesysuns the thin clients. Our only
concern at this time is which browser we will usetioe thin clients. Since Internet

Explorer has known security holes, we are goingawnload and use Mozilla’s Firefox.



Firefox has an automatic popup blocker, prevenysasgre by not loading ActiveX
controls, and will work on virtually any system wieoose to load it on. Besides being a
free download, Firefox supports PHP pages anduhemt HTML (hypertext markup
language) version so we will not have to worry abfotmatting issues.

Thin Client Options

To give our client options, we have decided to mtesupport for two versions of thin
client. The first is a simple flat-screen monitadamplements only the mouse for a point
and click interface. The second thin-client we wilpport utilizes a touch-screen in place
of the mouse for further ease of use at a slightltyeased cost. By supporting both, we
are allowing the client to choose the option tresthits their budget, and in addition, a
single site would support both types of thin client

Prior to Election Day: Ballot Creation Software

Our ballot creation software combines the easesimigua word processor with the power
found in many web-page development applications.S9stem presents you with a few
simple choices about font, size and style so thatcan be in accordance with the ballot
requirements of your district. Then, as you arenileg the choices for each office, our
software allows you to choose quickly and easitjeoing options so that your ballot
follows state and federal guidelines. Then, onae @ done, it exports the HTML in the
format recognized by our voting system, and sa&yla sheet for future use in your
next elections.

Easy HTML and PHP Creation

Our other system components make it easy for yayptiate your system by

implementing easy to use web software. To do ffusr ballots need to follow strict



HTML guidelines for implementation into our systeiHowever, to make this easier on
you and your office, our ballot creation softwallevas you to create the ballot you need
and takes care of the technical side for you. Theen® need to have an HTML or PHP
guru on staff, and no worries that your ballot rbayincompatible with our ballot box
software. It is all done for you, so you can fooasother things.

Order Ballots by Office

We understand that your district may have a diffegaideline for ordering of the offices
on the ballot. To keep this simple, we allow yow#ine the order they are presented
within as a simple numbered option once you arnshligd defining each office on the
ballot.

Straight Party Voting

We have provided a means to designate which obffiees of your ballot are preset
when a voter declares a straight party ticket.my@e click in the “Pre-select for Straight
Party” box for each office will allow our ballot ksoftware to pre-select only the
required ones, and leaving the rest blank so thterwan then make their decisions.
Party Ordering within Office

In our software, you define the political partiesgent within your ballot, and then create
a rule for their ordering. Then, when defining eaffice, you can choose whether the
office adheres to the rules for the ballot or useswn. Our software is as flexible as you
need it to be.

Ordering by Name within Party

The software will allow the candidate names to lwaraged to help reduce the impact of

voter bias towards the candidate(s) listed firstr €bftware provides you with a number



of different options for ordering, including alpledizal, reverse alphabetical, or either
beginning at a specific letter. Alternately, if yaould rather designate the order of
candidates by hand, our software allows you toalo s

Option for Referendums

The software will allow the voter to vote on refedems such as land grants and bonds.
Once you have entered a description of the refemandto our software, you need
merely to click the “Referendum” option to designdtas such.

Desk One (Registration Verification)

At the first station, the voter will check in aneceive the Smart Card. To check in, the
voters will be asked for their name and then trex usll verify their identity via their
address in the database. Once the user has gd¢h&adentity, the user will generate a
Smart Card for the voter. The name of the votdirbvei searched in the voter database
and his/her eligibility and constituency will béumed, allowing the system to access the
correct ballot for the voter. The Smart Card vhkkh be loaded with the ballot for that
particular voter as well as a unique identificatrmrmber that will be generated for each
voter. The verification process will ensure thed voter is getting the correct ballot and
that voter has cast his/her vote; multiple votdsmat be allowed. If the voter is not
eligible then the appropriate message will be retdr If the voter has already voted, the
system will display the appropriate message. Tmstituency data will also bring up the
available offices and candidates for the voterisstibtuency. The ballot itself will not
contain any of the personal information of the vatider than the unique identification
number issued to the voter, which will not be pearardly recorded. This will be used in

tracing voters if and only if there are any proldeon questions that arise concerning



voter eligibility and fraud and only a Judge wohklve the authority to order the access
of the number. A flag will be placed in the votiatabase indicating that a person has
already voted. The voter’s information will be k&pa central database, which will be
entirely separate of the server that holds theahetotes. This file will interact with other
agencies that accept voter registration such aBhi¢ (Division of Motor Vehicles). In
addition, any information that is deemed importanmaintain the accuracy of the voter
registration database is recorded and sent todinety board of elections.

Technical

The voting system will use PHP in order to retriehaa from the MySQL database. Like
MySQL, PHP is an open source programming languagd tor developing server-side
applications, dynamic web content, and other satwdhe PHP architecture is popular
because it is secure, scalable, reliable, and eresipe. MySQL will be used for this
system because it is the best tool for the joliorination retrieval is quick and easy
through MySQL. MySQL is also a secure, stable, aneliable technology. MySQL
follows the ANSI/ISO (American National Standardstltute/International Organization
of Standardization) standards for SQL and the atstandard for MySQL is SQL: 2003.
The Apache HTTP server will be used to house tetesy because of its compatibility
with the Linux operating system. This server inds the following features: SSL and
Transport Layer support, a proxy module, a usefLuniform resource locator)
rewriter, custom log files, and filtering suppofther features of the server include
highly configurable error messages, DBMS-basedeaiitation databases, and content
negotiation. Apache is supported by several Ggiaghical user interfaces) which

makes configuration of the server easier and nmitative.



Database Build Specifics

The database holding the voter information willpoeted into our server database via a
comma-delineated text-based file. No matter whatcustomer is currently using to
store the information, every database built arcinedANSI standard has the ability to
export the data via a text-based file. MySQL aBavg to import the files into the
database that we will set up (see Figure 1). dht&tbase will have a primary key and
two secondary keys, which will allow us to searchd particular row in the database.
The primary key will be the last name column arelttho secondary keys will be the
first name and the address. The name keys wilhdénformation that must be input into
the database, if the names are not there, theatsahll be set to reject the message with
a warning. Since we have keyed the data to theenaearching for the record of that
particular voter will be done easily and simplywihe search feature that will be built
into our database GUI. After the import of the mdata is finished, the Board of
Elections will also be able to add, via the samd,@eBw voter registration information
simply and easily (see Figure 2). In additiongtialy voter records of either the
deceased or felons who have had their voter ragjstr removed will not be necessary.
Instead, we will flag the records in the databadeach will allow the ability to track the
names of the deceased, for example, and maketatredter fraud can be caught
immediately at the first station instead of wetkafthe fact. In addition, this will allow
the Board of Elections greater ease in dealing patbple who have had their right to
vote removed. They can remove or add flags wightdluch of a button after, of course,
cross checking with the police (see Figure 3). sehinctions, however, will not be

available to anyone outside of the Board of Eledioffice and will not be accessible on



Election Day to prevent anyone from tampering wiié voter database.
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Figure 1 : The import feature of the database managy.



Figure 2: The GUI to insert or remove records fromthe database.
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B Voter Registration Database : Table

| [ Last Name |

Aher_nathy | Claytan Hawike 342 General Way  Charlotte NC 23221 | 10/14/1965

|| Arashikage | Thomas | Storm Shadow |53 Cobra's Way Charlatte | 20382 /901978
Phillip | Freefall 111 Standbyrne Lane | Charlotte | (28238 BAME4T
Fobert Cross-Country 12 Mevada Ave Charlotte 21993 5/31/1968
Joseph Gl Joe 399 Bragg Bhd  Charlotte NC 23212 4/4/1975
| Snake =3 G5 Black Alley Ln Charlotte | /22 323NET
Dashiell Flint 21 Laver's Lane | Charlotte | (2222 1MAAETe
| Carl |Dac 1394 St Joes. Dr Gastaonia 25381 1201115881
| William Wild Bill (477 Chapper Ave |Gastonia  |NC 20103 | 77214971
| Alisan Lady Jaye 121 Lover's Lane Charlotte | 28222 B/7157E
Conrad Duke 726 Sweetheart Dr  Gastonia | (8313 2M3METE
William Pathfinder 8773 River Run Charlatte 20019 8/81978
' Charlie | Spirit (4829 Apache Dr. |Charlotte |NC 20003 | 1/16/1976
| Courtney | Cover Girl (4831 Heart Ave Charlotte | 28382 SMBNSTE
| Micky | Tunnel Rat 420 Eagle's Landing  Charlotte | 29321 BFMBEE
David Hi-Tech 212 Meadow Ln Charlatte 29019 1111976
Aaron (Ambush 2233 Hero'sWay  Charlotte NC 28382 12/12/1977
James Destra (19 Stone Haven Way | Charlotte | 28222 11111981
Wendell Leathemneck 99 Marine Dr | Charlotte 120999 | 4301579
Andrew Footloose 23 Wyeirda Lane Charlotte 28222 1221578
Harlan | Snow Job (328 Drive Ave Charlotte NC 29123 | 12/221973
| Shana | Scarlett 726 Sweetheart Dr  Charlatte | 28313 AEMETE
Wiayne | Beachhead 4831 Heart Ave | Gastonia | (29382 | afeMETa
Ronald Dusty 13423 Desert Dr. Charlatte 21234 33INGTE

<]
<]
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Figure 3: What the database looks like.



Desk Two (Ballot Box)
This section provides a detailed description ofwtledsite, the vote-casting portion of the

software. By using this system, the voter mark#ar ballot and casts a vote.

After completing the registration verification pess at "Desk 1" and attaining a
personalized Smart Card, the voter proceeds tedtieg booth. Inside the voting booth

is a thin client for voting, into which the voterserts the Smart Card.

The first screen shown is the "Welcome screen” whanfirms the Smart Card was read
properly. This screen also introduces the votéhéosystem and displays brief voting
instructions. After reading the instructions, tlmeer is ready to view his/her ballot and

begin voting.

Figure 4: First screen upon loading Smart Card



The first ballot page presented to the voter, ishhS. elections, is the option to
designate a straight-party vote. This page isugligdesigned to mark the rest of the
voter's ballot as "Democrat” or "Republican” shouédshe choose. In districts that allow
split ticket voting, the voter would simply resdlédis/her choice on the subsequently
presented ballot pages. Some states, such as Glartiina, do not allow the

Presidential candidates to be selected via a btrpayty ticket. Therefore, voters in
those states would automatically be taken to tlesiBential candidates’ page — removing

some of the confusion concerning straight-partyngpt

Figure 5: Straight party selection.



Figure 6: Verify selection.

The next screen demonstrates the page displayedtypical ballot item, on which the
voter will mark his/her choice for a candidate. t&lthat in addition to the typical voting
method, the voter has two other options similgvaper ballot: write-in and abstain. A
box is provided on appropriate ballot items fortexin votes. To abstain from any ballot

item, the voter simply submits an unmarked pagehferespective item.



Figure 7: Voter selection for President

The system provides the voter with two methodsoofficming his/her ballot. The first
comes in the form of a "pop up window" informingethoter of the choices marked on

any given ballot item. These appear after evelpbigem.

Before completing the voting process and submittimegballot, a screen displays all of
the choices marked on the ballot. From this pdgeyoter can decide to submit his/her
ballot or change any individual ballot item. Bypiding these additional safeguards, the

voter can have confidence the software is progedgrding his/her vote.



Figure 8: Verify the selection page.

Upon choosing "submit vote", a final screen informs voter that the voting process is
complete and the voter leaves the booth. This gageailable for any additional

instructions to the voter.

Figure 9: Voting completed.



Once the voter has finished and confirmed theie vibte data will be transmitted via a
LAN (local area network) connection to the onsiéever. This server will take the
recorded votes, store the data in a database,@dddhe records without tabulation until
the end of the Election Day and the poles closeceQhe poles are closed, the server will
be connected to the Internet via a secured lingl@ndatabase holding the votes will be
transmitted to the County Board of Elections. Aftee data is sent and the server is
taken offline once more, the votes will be tabudaaéthe local site and at the County
Board of Elections to insure that the integritytiod data has not been compromised.
Since the computer is doing the counting, the cedlhbe fast and the redundancy of the

system will insure the count is accurate.



